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ABSTRACT:  We studied cryptology from the Caesar cipher, the Spartan scytale and the still undeciphered Minoan symbols of linear A, to the enigma machine (and its ingenious decipherers), and on to the public key, computer encryption of the RSA algorithm, with visits to Shakespeare, Bacon and Jefferson along the way.  We looked at literature on engaging students and developing their writing skills.  Out of this we designed a new First Year Seminar with a set of reading and writing assignments to encourage our first year students to become more effective readers, writers and thinkers.    
As mentioned in my proposal I had gathered a list of resources.  In the spring and summer I have obtained and been reading a great deal of this material. (Please see attached list.)  I have been thinking about and referring to the information presented in various First year Seminar conferences and meetings that have been offered.  In addition I have been using the book, Engaging Ideas by John C, Bean, which was recommended for First year Seminar instructors.  I have met with Pamela Hayes-Bohannon to discuss how we can coordinate with the library on the writing assignments especially with regard to the research writing.  We are considering what the best way is to introduce new students to the facilities and resources of the library. 
As a result of all this, I have developed a series of reading and writing assignments for the students in my First year Seminar: Secret Codes, Ciphers and Cryptology.  Some of these writing assignments will focus on accurately describing and explaining how certain enciphering systems work.

To be able to effectively tell how a particular method works in detail is an important skill for writers.  Some assignments focus on being able to write about (which includes being able to think about and hopefully in class will lead to being able to talk about) readings that the students will be doing during the semester.  Other assignments will give students a chance to make something of their own out of the information presented, the concepts discussed and the questions raised during the course.

WRITING ASSIGNMENTS will include the following
A)
On the first day (for a writing sample) each student will write about one page (roughly 200-250 words) based on the following information and question:
There are many situations in which secret codes, ciphers or encryption of information might be used (government, company, organization, military, private correspondence, etc).  Choose one situation and write a one page response to the question, 

Do you think a secret code, cipher or encryption method is useful or necessary in this situation?  You may describe how the method is helpful or harmful, how it is useful or dangerous, how it may benefit some people and/or not benefit some people. 
Take 10 minutes to organize your thoughts, jot down key ideas or arguments, and WRITE a short outline.   

Then take 20 minutes to WRITE as carefully, as clearly and as effectively as possible one page (roughly 200-250 words).

Hand in both your outline and the finished writing.

This assignment will be reviewed and corrected but not graded. Students will get credit for having completed the assignment.

B)  
Students will keep a journal of writing they do about the readings for the class.  This will be a more formal kind of writing than is usually used in journals.  At least one page of writing should be written for each 20 pages of reading.  For the most part the journal entries should be written in complete, coherent and correct sentences.  The entries could be thoughtful opinions about the readings, questions about things that were unclear or attempts to explain the ideas, techniques or discussion in one’s own words.  They will be periodically collected, critiqued, evaluated and loosely graded.  This will provide regular feedback to students on their writing.
Readings include a collection of material from the books and articles listed below. Early readings focus on ancient languages viewed as codes or ciphers (since no one was able to read them until a code book or method of decipherment was discovered) along with early attempts at concealing messages.  Later readings involve various kinds of 
cryptological methods from simple shifts, substitutions and transpositions advancing to more and more sophisticated methods, following a more or less chronological path into the twentieth century, with its war cryptology.  We may conclude with some (perhaps abbreviated and geared appropriately for the first year student)) discussions of computer methods such as AES (Advanced Encryption Standard), RSA (Rivest, Shamir, Adelman) or Quantum Cryptology.
C)
A more creative (self sponsored) writing assignment will ask each student to select a style of presenting the ideas or material.

Students may write a


Debate between two (or more) people



Play 

Letter of complaint  (or some other type of letter, for example a letter to a superior explaining why a particular method will or will not work)

Short story 
or other style of writing

that will include information about secret codes or cryptology.
The length of this assignment is indeterminate with an expectation of at least 4 pages.

Students may write about any aspect of codes, ciphers or cryptology as long as the writing demonstrates knowledge about the subject.  Students could study and write about languages or secrets that have not yet  been deciphered or decrypted such as linear A, the Beale ciphers, Rongorongo, or others, or involve secret techniques or messages, how they are kept secret and not meant to be revealed until it is too late, e.g. the Trojan horse (and now computer Trojan horses).
Students may create their own method and use or imbed it in their assignment.

D)
Students will do a short (3-5 typewritten pages) research paper, using library resources.  They will be asked to find out and write about some system or method of hiding information.  This will not be limited to codes and cryptology but might involve steganography, subliminal pictures, atbash, invisible inks, body art secret pictograms, or organized secret communication practices as used by any secret organizations such as Masons, Rosicrucians, Scientologists, literary  or art groups, and of course any kind of computer method of ensuring secrecy.   

All writing assignments will be reviewed and evaluated with corrections and suggestions.  For parts C) and D) drafts will be submitted, reviewed and returned to students for correction, improvement and rewriting. 
BOOKS:

The Codebreakers: The Comprehensive History of Secret Communication 

from Ancient Times to the Internet by David Kahn

Codes: The Guide to Secrecy from Ancient to Modern Times

 by Richard A. Mollin 

Introduction to Cryptology with Coding Theory (2nd edition)


by Wade Trapp and Lawrence C. Washington

Codes, Ciphers and Secret Writing by Martin Gardner

Alan Turing: The Enigma by Andrew Hodges

In Code: A Young Women’s Mathematical Journey by Sarah Flannery

The Cryptographic Shakespeare by Penn Leary

Cryptomicon by Neal Stephenson  (Snow Crash)
Digital Fortress by Dan Brown (DaVinci Code)

The Code: The Science of Secrecy from Ancient Egypt to Quantum Cryptology


by Simon Singh

PAPERS and ARTICLES on:

Harriet Tubman and the Secret Code of the Underground Railroad

Thomas Jefferson, Wheel Ciphers and Codes (to Meriwether Lewis and others)

The Beale Ciphers (1830’s)

Roger Bacon

Pearl Harbor Revisited: U.S. Navy Communications Intelligence 

PGP (Pretty Good Privacy, web based encryption and decryption)

Pig Latin

Francis Bacon and Secret Societies

Francis Bacon and William Herbert

Francis Bacon and John Dee (the original 007)

Secret Methods and Techniques of Spy Letters in the American Revolution

